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Abstract (Basic) : DE 10024753 Al 

NOVELTY - The storage device includes a storage unit which stores 
electronic data consisting of a number of content files as a single 
original in an identifiable state. An access unit controls the access 
to the original electronic data at a level which is different from the 
level of access to non-original electronic data. The storage unit 
stores tamper detection information as original information 
corresponding to the electronic data. 

DETAILED DESCRIPTION - The storage device may include a tamper 
detection information computing device which receives a request to 
re-store the electronic data as a single original using an encryption 
key to compute tamper detection information for each of the content 
files. A second tamper detection information computing device uses the 
encryption key to compute second temper detection information for 
edition management information. INDEPENDENT CLAIMS are included for an 
electronic storage device, an authorization verification system, an 
electronic storage method, an authorization verification method, damage 
recovery method and a storage medium for storing a program in a 
computer . 

USE - For originality-guarantee electronic preservation systems 
using large-capacity storage media. 

ADVANTAGE - Allows the originality of a combined document 
comprising multiple files to be guaranteed. 
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[0 0 5 1 ] JMfr&tCtt, £<OMfl|»l 0 

gi i oi-^-fg-r^o ztuzx*), 9mmm.i i 014, 

[0052] o r i i o tco^-cift 

^-r^o hi u*-r<tou. zow&miti 1 on, i 

gtf- Hilt, ffifggB 112L 1 1 3 t , 

1 4 tT^ft&o 

[0 0 5 3] h 1 1 1 14, * y h 9-* £4M, 

Tfl[a(cttflyEm?^F 1 0 0 t <Dfi<I£ J3^& i tzfrff) 

jRofci*oa?f- 9 tt mute-* z>umm#-T$> so 
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*), mmni 1 4ii, nsp^ai i cxD^temmznz 

[0 0 5 4 ] 1 1 3 14, ^tttStEm^fSWiilS 

1 0 0frhVSr-9b t fctt&WRo&flWEHfrK 

- 9 tf±mmmm#- 1 o 1 l ^in*o«#-r' 

- 9 t-ai-4*»S^Sr*tti-&«.a«T*4. 

[0 0 5 5] "tfcfc*., -O^IISPl 1 3£*, iS^liE^ 

T\ dOfl-ttSgl 1 0 ± £&UiL& < t *>> C 
(Ommr- 9 *»*S*E««tflE 1 0 1 _fcU«J» L fcBR* 

4 0 

[0 0 5 6] ±E»ft**-r4JIC*tt«aE« : J-«flFI6« 
1 0 0*5iWS5^gl 1 0^c,^4iEai4^tEvX^ 

lfr-9<D]E^immi£mi 1 0±T-3&^&<*£fiEi- 

[005 7] ort-, 01 iz^Ltzmmm^ui o 6 

lCi4^|EW#0^^)R{cov^-C6ftMi-* 0 13 2 
(4, 11 1 IzmLtzBmWf&ffm l 0 6C 4 *iS#|EW# 
OM¥I^t7n-ft-hT**)*), i/c, 0 3 
14, 0 1 IzyfiLtimWWftftWl 0 6 (c i-S^iEW* 

[0 0 5 8] 0 2 45 4^0 3 ICTFi" 4 d t~> i«0|E^# 

#§ifgpi 0 6(4, nummi i o*»e>«ffjDEW»«i»K 
t* ^ - sr s»t# «t >t ^ «4, mm-t i> mm 

1-S 2 0 2) , jE^tt«>t«SEUiteSfcL^'5:iblir (X-f 

7 7*S 2 0 21^) , xy-lil Uf77"S 2 11) 

[0 0 5 9] CtvUitLT, ]ES140^U*^??lL^^ 
^ Ut-yyS2 0 2tg) HI4, 7-'-^^14««7 7 
-f ^3 0 1 tffA'-ya ><03>r>77T'(A'^ 
U^tLT^ y v^-M?rft#LT7 7 << v^-163 0 

8 t-T* Uf7 7"S 2 0 3) o 

[0 0 6 0] 0 3 <7>0!HC43^-CI4, ^^-f---^ 3 0 0 
-r'-y-miiiflg^T^^S 0 1 t, f-?7?-t7, 
ii7r-f*3 0 2 t, f-^E!E77-f^3 0 3 t, 
/<- v 3 > HS» 3 0 4 t , v* a > 2 «^3 0 5 
t, M-y*3/3if#3 0 6ti'f>i4WT% :<Of- 
9 m^^y r ■< )V 3 0 1 fcilfjftff /<-v a >cO=r> 
f >777-f ;U : S-^-to-ti-^7 : -*- ^ 3 0 7 ICO^TAy v 

i«*th»Lr, :M77-f^7vaf3 0 8U 
[0 0 6 1 ] fLT, :07r-f^r/ai3 0 8, 

ftr-9mm j %*&io j £x&ftw.w\*im-z 09tts 
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Uf 77'S 2 0 4) o 

[0 0 6 2] itz, IOfiffSEWrt$3 0 9U»Lt^ 

0 t L Uf77°S 2 0 5) > £0«#8EWrtS^7 v 
^.ffi3 1 O^gBg-^S (%SIK«ft) -CB^ftLt, 
£ft*fiR¥ffiWl*l§*£3 1 1 t-f* Ur-^S 2 0 

6) o tU, jt^«#KWrt*3 0 9U«ffKWrtS 
^^,^3 1 ltt4-LT«#KW#fc L Uf7 7'S20 

7) . ^o«^gEw*sr^»isiii i ouasai-r* u 

f 77'S 2 0 8) o JO 

[0 0 6 3] &ib\ 3>f>7M7 7^ f |[ (TRU 
E) T*$>i9. 3 > f > 7 055*^4 ? nt 
x^^S 2 0 9*56) fctt. ■r-^JRtt«*"7T^^i: 

ffi L/^c Ut7 7'S 2 1 0) »IH?7t^o 
[0 0 6 4] ±K— a<0*L31*i5£&d - ^Ci^ UK 

[0 0 6 5] o^tz. 01 KSSLfclfcKttl 1 3 iiJ:^ 20 

^t7O-f-V-fti^, 0 

[0 0 6 6] RJHUTjctJ: o 4i* *tOU«#|EW# 

It Ut77'S401-S 4 0 2) . -O^S^rS^ 
BEW*<:8MfiEL Ur77'S 4 0 3) . '«* &B«SEW 
»0«fflEU*»Lfc*?>lf Ut7^S 4 0 4gg) . 

!□ t Ur77 , S4 0 5) . X7-H^:^f: JO 
f£tl Ut7yS4 1 5) ^3a*:»7i-^o 

[0 0 6 7] IfiCTLT, ^CiftHftlEiBttotttEt:: 
SWfrL Ur77 , S4 0 4#3fe) » CO^fi^ 

6) . «#tEK#0«#|iE^|^§^Uo^T^ y 
ffi*W"»-t^> Ut77'S 4 0 7) o 
[0 0 6 8] f LT, ttfLfc/N7ya|tjfei:a^L 
fc«#rt#*£fc*Jt«L Uf77'S 4 0 8). M# 
«L^^j|^ (Xf77'S 4 0 8£^) i'ii. «ff 

4 0 9). -n ^ -M31£ io C: & o fc^C (^f 7"/S4 

1 5) ykmi&rT-r&o 

[0 0 6 9] -75, nm&-$Cf2>Wi& Ur-^S 4 

<f -<T <> <D<D^ v > ^®£it» t 

(^t7 7*S 4 10). RffKWt*5»7r^/>7y 

^n^jR^m-r Uf7ys4 1 i) o 

[0 0 7 0] fit, tWLfcA7vaij*77>f^ 

y is^mtittmt ut77's 412). 50 
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L (^t77'S4 1 2SS) Uli. ffi#|E^# 

£ t U:MLt*)^77'f;M ? a:^?nTv^i^ 

^--fCfSL UT77'S4 l 3) , ^-MSSris 
^4o/:f^t: UT7-/S4 1 5) fei*»Tt*o 
[ 0 0 7 1 ] dtid^LT. 

7rs4i 2*^) uii. %ftm\mwiutfmhhtz 

U Ur7yS4 1 4) . ftl^f^Tt^o 
[0 0 7 2] ±1£— ao&3lS:J3C:&9 £ t K J: 0 % gE 

T. ftSffil 1 3 «¥f- * OIE^1±£*£fiE1-£ £ t 

[0 0 7 3] t Z *>T\ ±mkm%> 1 1 3 Wt5 Zbo&i 

[0 0 7 4 ] fCT\ ^SBSSl 1 0 

**!R:MJ:«iE«^#efI 1 0 0 C»LT«#KWtt 

o«3¥SEipj*rt*#& t -r * > t- > ? a**»r <7>vmr-$> 

3Si±. K^tefiHffm^ftlf** 1 0 0^t«1f»l 
[0 0 7 5] m 5 li. 01 LfcK*tt«M«KflF 

[oo7 6j mmizm-rxdi^ ir*«iu, §its*o 

W*^^t?aiL Ut'^S501-S 5 0 2) , 
*«#HftffW#:m»IBffi3«# 1 0 4 idS^^n-Cv^ 

•/S 5 0 3) , Lfcv»*fr& U7-77-S50 

S 5 1 8) feI«r»Tt4o 

[0 0 7 7] ^tUCStLT, M^-iici-^^-g- (^.-r 
•y-7-S 5 0 3#5t) Ui±, St&Rft-C{i[$K^A$i 

5 0 5). 

[0 0 7 8] fLT, ft^L/-:/^•7->JLMt$fe(cm-?•L 

yS 5 0 6) . aL4v»»-6- Ut'^S5 0 

S 5 1 8) MltJ*7t4o 
[0079] .itucttLT, w#*«-S:-r*»-& 
•y-T'S 5 0 6#5S) tc*±, «#8EI««*»c>fiWfT'-^Hfc 
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75 

*L3S*i5£&v* Ut77'S 5 0 8) , tMEKffclfeL*: 
Ut77"S 5 0 95S) , i7-Ml^:^ 
ofcf^U U77^S5 1 8) fel^^Tt^o 

[0080] :itdar, fciE»3u«%Lfcfc'btf 

^WBB$«$R£JR#L (^f-^SSlO) . 

7/S511) o 

[0 0 8 1 ] fir, *«r3S»fB«FO***«^KW*W 70 

ISf.B«FM*^il 1 OtC^LT^ffiLT (^t- 
7 7'S5 13) . ftlSri?7t^o 
[0 0 8 2] i*LUJ*LT, *»rS3?rB^**«ffliEW» 

^^7r^^N7-/aii^^L Ut7 7*S5 1 20 
5) . $tnLtz^ v yaii«7 7^WN7 va|t-a 
-r**»5^S:*Bi-4 Ut77'S5 16)o 
[0 0 8 3 ] fOft*. H*d f -aLi^ (*-r* 

(xx y rs 5 i 8) Mmu w***-ai-&» 

^ (^y-yyS5 1 6*5e) K»±, ««fO«3KT**C 
1 OtC^ftLT (Xt77*S517) , ^a«r»Ti- 

[0 0 8 4 ] ±!5-*Oji!L31*i5£&d - tta 0. t* 30 
& n > > y 3&***fott»-c* £ ^5*«r«Bi-^ d <h 

[0 0 8 5] o^K. HI 2*5 £^115 tCTj^L 3t*Ur/<- 
6(i. U 2 isi:^!! 5 fc^L v* 3 >oiElSte 

[0 0 8 6] m\Z.W+tlK* 4-f**D*C*S*E« 

Ut7 7*S 6 0 1). Wfrr-* hyr <{ 40 
h U «#L (Xf^S 6 0 2). git^>^r- 
0 3) o 

[0 0 8 7] h 'J# 

illtltfcuio^i: U77 7*S6 17) jftaSr^T 

u tit f*- ^ x > h ^ffst 
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rmmyrj ^i^mmmi^i o ihr^ial 

a'J^hMAC^t^ffit (X777^S 6 0 6) o 
[0 0 8 8] i<0«fff-^MACi5J:l>V\7v 
a'JXhMACOMACtli, (Mess 
age Authent icat ion Code) OCtti^ l*JgG!£fil$£ 

[0 0 8 9] fit, :^7VJ.'JXFMACt«ff 

0 7), W***-»Lfcv*»<& (7777 , S 6 0 75 
5c) (Hi, i^-^g^io - ^o7J (7777'S61 

7) IC«i*»7L, TO#**-Sk"r&»# Uxy 7 
S 6 0 7tg) Ul±, /N^ya^bMACSrgllgf 

(7777'S 6 0 8) . f-^El77^f;^^7ya 

FMACMoa^^7y^i^ftff^ 
7 7'S 6 0 9) o 

[0 0 9 0] fit, ttlfcLfc^y v^ilh5teO/N>y v 

Mta*— ai-&*5**aBL U77^s6 i o) . 

m^-^iL^^m^ (^777^56 1 0g® tCli. 
x^-M3l4:^-^orc (7777'S6 1 7) f^U^S 

h^tu w***— ^77^86 i o* 

3 > tcffl^-t & 3>7>777^f ;i/ Sr-f^r 
*SiEtt«#10 1*5>«*(BL U777-S6 1 
1) . R*HlL/c3>7 L >77 7^H:oW 
A7yaf«:fHtt4 U777"S612) 0 
[0 0 9 1 ] fLT, trtTLfc^Ny ->^->B^T ? -^BIiE 

EL (X777-S613) , Wf^-aLftv^ <* 
777'S6 1 3§© (Cfi. ^-^g^Cl&oTj 

U77ys6 i 7) t«i^^7i> w***-Sfc-r 

(^777'S6 1 3*56) Uli. «ff7*-^»»J 

* or- ^ mammy r^^t 

4) , K*fflLfc7'-^JKttfll«7r ^Cov^n y 
vAtt«rtt*-T4 U77/S615) o 
[0 0 9 2] fir, ft#L*:^*y yit#f-^BK 
7 7>f^rt<oRSti^7 v j-tt^:— 
EL (^7? "/S 6 16). — ScL£v>»^ (*-r y 7 
S6 16S^) Kt*. ^v-j^a«ri5C:io^U (X 
777*56 1 7) MI»7L, (Tsy-y 

7^8 6 16^) tc{±. foiiwmt^o 

[0 0 9 3] ±.&LX&tz£dl~. 
R^ftttWT-ft^^H 1 0 6 <OKM#»ff » 10 6^ 

ffL, 1 0OttK»l 1 3^«fffEW*C* 
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[0 0 9 4] 

WrtZZt imW1rZ>mW&i&'iT U !«TLfcSE9J« 
-get" * - t fcSbspA < «8Ei" * - t jFT £ iiEStttft JO 

[0095] ttz. a^ii2 izmmo&wizxtui, e 

[0 0 9 6] W*«3USB«Of&WUJ:*i.tf, jg 

tn^7 -> affl, mzmm a x &m*r- 9 <r>wm 

*« * #tf SEW ft $ £ ft)& L, ft* L tKW S U o v » 

£<DT% 2*1^ y -> a-ffc L/c&v^IE^'tt^tfclE-t* - 

[0 0 9 7] S7t, it*lB4 KE*tO§§l?JK itUf, 12 
S»UE1t Ltzm^T- 9 (OftfffiSOrtS-r - 9 t *<r> 

# * 26^& < »fr + * - t ifiX- £ Z> IE^14^IE •> x -r A 
[0 0 9 8] Sfc, W*^5icE*05IWUJ:*tWr. §§ 

RBwt^ftafftuttic-ts&iii-catffct* tti 

tOt*lJ5ft^»- t t Liiof, i£I^o»I<a? 40 
if*- *<0jEiSte£*rtE-*4 - fcjJ*T-£ 4jEM5tetftfiEv;* 

[0 0 9 9] IS*]fl6 tcfeftco^tcititf, jliE 

§u§K'i-itt&if5 2<D/^y yaft£«-^ic*tj£-r4£- 

f - ? Co^t©* 4 (0^ 7 y iti'f g U #5eL/w 50 
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[0 10 0] iJt, »**7UIEttOl6Wt-J:*LJf, m 
«fti:ov>toSl 4 <0/n y v a-li^^TE-f £ :itL/c 

[oioi] ttz. m^ms ^an^mr- xtiii. m 

■T4IEW»4:#lfTU f&ff L^liEW*tC*o*^r«[^T' 

< «e-f *ct ^-e # & jEmmkuismm buz 

[0 10 2] ttz^ W*fl9 tCBBIRO^lc inif, IB 
t&gf i:fe^ L/cH^t-'- ^ i;o^r<o^ 1 <0/N-y >afe 

^»5gL, M7£Lfzmi<v^v^*.miffifc<ou>®mx' 

[0 10 3] itz, sMcJBl Otw§5|feOf6WUJ:ti.«f, 
H*f-?(:oi,>t^i 1 <7>^^'y isj-miMfcL. #5e 
1^7 y aitx 5attB#^iJfc J: y f S*r'- ^ 

K»$2?)A7 Viii4-#:7EL> Jt5EL7 > .:*2<D/^;' 

LfcO-C, 2I»:«7 y^-ftL^!S5v»iE^1t«r«iI1--5. 

- 1 **-c # £ HEW* ifeif -r & £ t i * jE^rn^a 

yj&* s # t> H 4 t a* «r *f -5 o 

[0104] t^. m*mi n,~%m<oftw\~£n-i£. 

<0^141f$B^ov^T<0^ 1 <0/N-y yifS?:#5El"-5£ t 

[0 10 5] Sffll 2UE*(03IWUJ:*tlf, 

<> E««»cE* LfcW^T'- ^ y y ?t#5e 
L, #5eL!t/> y y3.|ii>J:j>Wfb$^^#^Jti?L 

i>(otm^iri>zttLtzff)x, aaw»o»3p£ < «^ 
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[0 10 6] itz, »*Jil 3Uffi*OlBWUJ:*Llf, 

fc&4 ov^ ->i'(IfcJ;o f il^i*iSic^-in^» l <r>^ 

[0 10 7] ^*JS1 4UIB«tO|&WUJ:*tlf, 

tt«ii:oi>-c<0i 4 7 v iill^t S i t i L 

[0 10 8] ifc, SS#J|1 5 tcfe®<7)MBJtc^^4IE 
tcHlf ^-*4 ifvAZUmLfz 
JtK-fcoT, fS*^8- 1 4 (OWlfti > a ? {z £ 

[BHHott#*ftiPi] 

[0 1 ] £05tjfeOJK!S-efflv»J5lE^ttlftffi->^-r AO 
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[i2] 111 U^LfcSEW*»fT»^i4«fftttH»0 
[13] HI tc^L^IEH^#l§ffS|5^<t ; l>« ; ?¥iE^*<7) 
[14] 1 1 IC^L?l:^l£gP(;J;4^iIB^#0^liEM 
[15) IICSL fciR^ttfttE*^^****** £ 

[16] EI2*JJ:U f 0 5^Lfc«lBr^<-->*a >OIE^ 

mkMi&m^miT^iryxj— hr**4o 
[flF-f-oi&w] 
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